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What is Security?

• Physical security: on “board elements”

• Bootloader S/W best practices

• Change & application control

• O/S lockdock

• IoT infrastructure

• Virtualised security on cloud



Security thinking
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 Traditional players and solutions

 Hardware security

 OS Lockdown

 Black & whitelisting 

 New players & new thinking

 AI is becoming a big part of Security



Microsoft Sopris

 By Microsoft Research 

 7 Properties of highly secure devices

 Both a HW and Software solution
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AI at the Edge
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 Edge AI is rapidly expanding

 Driver are Availability, latency and Bandwidth

 Many solutions, Software and HW based



Microsoft Azure IoT edge

 Configure workloads in the cloud and push to Edge

 Fully compatible with Microsoft Azure cloud and IoT hub

 Your choice of edge AI:

 Microsoft services like Machine learning / AI

 3rd party solutions

 Your own solution
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Secure Computing Hardware
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UEFI 

SECURE BOOT

BIOS Tools



OS security
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Linux

 By default more secure

 Small base = more secure

 Free = your responsibility

Microsoft Windows

 Paid OS – Microsoft responsible

 Recent version (Win 10 IoT) pretty good

 Patching is crucial when connected



Security Software

 Big change towards machine learning & AI

 Both cloud based and edge based

 Best “secure patient Zero” defense
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Summary
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 AI at the edge is growing fast

 Security is ever more important

 Consider the full system when thinking about 

security

 Standard platforms deliver flexible solutions
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